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Pexomenmanuu O00 MKK «KB Barka» mo 3amure
HH(pOpPMAINH B HeJaX NIPOTHBOACHCTBHS He3aKOHHLIM (PHHAHCOBBLIM ONEPANHIM.

1. 000 MKK «KB Bsitka» B pamkax cobmopenus Tpebopanuii [Tonoxenus banka Poccun
or 17.04.2019 No 684-I1 «IlomokeHus 00 ycTaHOBIEHHH O0s3aTENBHBIX U1 HEKPEIHUTHEIX
¢unancoBeIX oOpraHmzanuit TpeGoBaHMHM K O00€cNeYeHHIO 3alMTEl HHGOpMAlMH MpH
OCYILECTBJIEHHH JESTeIbHOCTH B cdepe (HHAHCOBBIX DPHIHKOB B LENAX IPOTHBOACHCTBHSL
OCYIIECTBIECHHIO HE3aKOHHBIX (HHAHCOBBIX ONEpamMiy  yBEIOMISET CBOHX KIIHEHTOB
HCIIONB3YIOMMX ~ ABTOMATH3HPOBAHHEIE CHCTEMBI Ui IIOIYy4YeHHs, MOATOTOBKH, 00paboTKH,
Hepelaud ¥ XpaHeHHs WH)OPMAIHH B 3IEKTPOHHOH GopMe O BO3MOKHBIX PHCKAX [TOYICHHA
HECAHKI[MOHAPOBAHHOTO JOCTyNa K HMHGOPMAIHMH, C LEIBI0 OCYIMIECTBICHHS (DHHAHCOBBIX
olnepanui THamMu, He 00NaaloNIMMK IIPaBOM MX OCYIIECTBICHHS, B TOM YHCIC IIPH YTpaTe
(moTepe, XWINEHHH) KJIHEHTOM YCTPOMCTBA, C MCIIOIb30BAHHEM KOTOPOTO WM COBEPIIAIHCH
NeHCTBHS B IENIX OCYIIECTBIeHHsS (HHAHCOBOM omepanuyd H HEOOXOIUMOCTH 3alllHTHI
pHGOPMALUKE OT BO3AEHCTBHS IPOrPAMMHEIX KOJOB, NPHBOIAIIMX K HAPYIICHHIO IITATHOTO
(DYHKIMOHMPOBAHHUS CPEICTBA BHIYHCIHTENEHON TEXHHKH, CBOEBPEMEHHOMY OOHApYXEHHIO
BO3/IEHCTRHS BPeIOHOCHOTO KOJa.

2. B Hemix nperoTBpallleHuWs HECAHKIMOHMPOBAHHOIO JOCTYa K MHpOpMAalMy H
HapyLIeHHs MTaTHOrO QyHKIHMOHHPOBAHIS CpecTBa BEaucuTebHOM Texuukn OO0 MKK «KB
BsaTkay peKOMeHIyeT CIeIYIONMEe MePhl 3aMHThI:

2.1. B nejisix 3am0aThHI MOOHJIBHBIX YCTPOHCTB:

* (CBOEBPEMEHHO YCTAHABIHBaKTE OOHOBIEHH OE30IaCHOCTH ONEPAITHOHHON CHCTEMEL,

* [Ipy HATHYHH TEXHHIECKOH BO3MOXHOCTH BKJIOYHTE MM(pPOBaHHE NAHHBIX HA CBOEM
MOOMIIEHOM YCTPOHCTBE;

= He orkmodaiiTe ¥ He B3JaMbIBaiiTe BCTPOEHHBIE MEXaHH3MEBI 0€30IIACHOCTH Ballero
MOOHIIEHOTO YCTPOHCTBA;

= CoxpaHsiiTe B TaiiHe Bamm HMs HOJB30BaTeNs (JIOTHH), Mapoib I OOCTyna B
nHpopmanmonnsie cucteMel © CMC-kozel. He coo0maiTe 3TH NaHHBIe HHKOMY;

*  YyeTHEIE 3aIlHCH OIEPAIIMOHHOM CHCTEMBEI TODKHBI OBITH 3alUIICHBI IIAPOJIAMH;

=  He xpaHUTE JOTHH U NIAPOJIs B MOOHIBHOM Tesieone, cMapTdoHe;

*  PerysipHO IPOU3BOAUTE CMEHY IApOJICH;

* He ucnons3yiTe OJMHAKOBEIE JJOTHH H Iap0Jb UL JOCTYNA K Pa3IHIHBIM CHCTEMaM;

»  JlnuHA DapoJis JOJDKHA OBITE He MeHee 8 CHMBOJIOB,;

= B napone 06s3aTeNsHO AOKHEI IIPHCYTCTBOBATE 3ariaBHbIE H IPOMHMCHEIE CHMBOJBL,
nuGpsl, a TakKe CIeNUansHbEe CHMBOIBL, Hanpumep, #, %, ~, * 1 T.1.;

»  He ucnonp3yiite QYHKIHIO 3alIOMUHAHAS JIOTHHA K TaPOTL;

= B kadecTRe Napoys HE CIENYeT HCIIONB30BaTh UMsl, (paMUIIKIO, JEHb POXKACHHA U IPYyTHe
MaMATHBIE JaThl, HOMep TejedoHa, aBTOMOOWIA, ampec MECTOXHTENLCTBA H JPYTue
JaHHEIE, KOTOphle MOryT OBITh NOAOOpaHbl 3JMOYMBIIUICHHMKOM IIYyTEM aHalnsa
HH(OPMAITHH O IOIE30BATEIE;

*= He npoWsHOCHTe BCITyX, HE 3alHCHIBaliTe U HE XpaHWTe B m000M  IOCTYIHOM
[IOCTOPOHHHM JIHLIAM MECTE ITapOTTH.



2.2. B measx 3amuThI NepcOHATLHBIX KOMILIOTEPOB:

HCIIONB3YITE TONBKO JIMNEH3MOHHOE CHCTEMHOE H TPUKIATHOE IPOrpaMMHOE
obecrieueHue;

YCTAHOBHUTE HA KOMIIBIOTEP TOJIBKO OJHY OIEPAHOHHYIO CHCTEMY;

HE YyCTaHaBIMBaiTe W HE HCIOJIB3YHTe HA KOMIBIOTEPE IIPOTPaMMEl AN
yIAJIEHHOTO yIparneHus, Hanpumep Team Viewe;

VCTAQHOBHTE M PETYSIPHO OOHOBIHTE AaHTHBHPYCHBIE IPOIpAaMMEI (HAIpHMED,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOEBPEMEHHO INpOBOAWTE OOHOBIEHHE CHCTEMHOTO M IIPHKIAIHOIO
IpOrpaMMHOTO 00eCIIeYeHN;

JUIS JOCTYIa K WH()OPMAIMOHHBIM CHCTEMaM He HCIOJb3yiiTe o0IneaocTylHbIe
KOMIIBIOTEpE! (HAIpHMEp, YCTAHOBJEHHBIE B HHTepHET-Kade, TIOCTHHHIE),
nyOmirgHEle OecpoBoaHble ceTH (OecnnarHeii Wi-Fi m nmpodee);

OpH Iepepade HHGOPMAIMH C HCIOIb30BAHHEM YyXKMX KOMIBIOTEPOB, IOCIE
3aBepIIeHMs BCEX Omepanuil yOemutech, 4TO NEPCOHAILHBIE JaHHEIE M ApyTras
HHOpPMAIH HE COXPAaHUIIHCE;

He IlepelaBaiiTe MEPCOHATBHBIX JAHHBIX H WHOM KOH(HISHIHAILHOH
uHGOpPMAlMd TIPH IONYy9ICHHH IIHCEM II0 3JIEKTPOHHOH IodYTe OT SAKOOBI
IpeacTaBuTeneil O0AaHKOB M WHEIX (DMHAHCOBBIX OPraHM3allMH, €CIIH MONyYCHHE
TaKMX MUCEM HHHIHHPOBaHO He Bamu;

HE IEPEXOJUTe MO CCBUIKAM B TAKHX IIMCEMaxX, HE OTKPBHIBAHTE BIIOMKEHHEIE
NpUIIOKEHNs (TaKk|He DPEecypehl MOTYT COJEpKaTh BPENOHOCHOE MPOrpamMMHOE
obecnieyeHue);

B choyuae OOHApyXeHHs IOJO3PHUTEIBHBIX JEHCTBHH, COBEPIICHHBIX B
KOMIIBIOTEPE, HE3aMEIUTEILHO CMEHHTE JIOTHH H NapoJib;

npu OOHApYy)KEHHH COBEpIICHHs HE3aKOHHBIX (HMHAHCOBBIX ONCpamud —
He3aMeUTHTENBHO MoaiiTe 3asgBIeHHe 0 JaHHOM (akTe B IPaBOOXPAHHUTEIBHEIE
OpraHBl ¥ COXPAHUTE JJOKa3aTeNbCTBA JaHHOTO (haKkTa B yCTPOHCTBE;

npu paboTe C HHBIMH HOCHTEISIMH HHQOPMAllH IEpe] HadaloM paboTH
OCYIIECTBIIANTE HX IPOBEPKY Ha MPeMET OTCYTCTBUS KOMIIBIOTEPHEIX BUPYCOB.

2.3. B peasx 3amuThl HH(POpPMANHH OT BO3NEHCTBHA IPOrpaMMHBIX KO/J0B,
NPUBOAAINHX K  HAPYNIEHHI0 INTATHOr0 (YHKIHOHHPOBAHHA  CpeAcTBa
BBIYHCIHTENLHOH TEXHUKH:

PykoBomuTens oTaena HHGOpManHOHHOH 6e301acHOCTH
000 MKK «KB Bsartka»

06HOBIISAHTE aHTHBHPYCHBIE IPOTPaMMEI Ha IIOCTOSAHHON OCHOBE;

OCYIIECTBJIsANTe PEryIspHBI KOHTPONB paboTOCIIOCOOHOCTH aHTHBHPYCHBIX
IIporpamM;

co3jalite yCIOBHs, @IPA KOTOPBIX HEBO3MOXKHO HECAHKUMOHHPOBAHHOE
OTKJIFOUEHHS CPEICTB aHTHBHPYCHOM 3alllUTEI,

aHTHMBHpYCHAs 3alliTa MODKHAa OOECHeYHBaTh COXpaHCHHE Oe30I1acHOro
cocTosHHA HH(GOpMany IpH THOOIX cO0MIX;

BEIHECHTE SAPJIBIK JUIS 3allyCKa aHTHBHPYCHOH IIpOTpaMMbl Ha pabodmi CTON
IIEPCOHANBHOTO KOMIIBIOTEPA H HCIIOJB3YHTE €ro PerysIpHo.

Xapmamos U.C.




